Enterprise routers becoming smarter
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Because of the

falling prices
manufaciurers are

axpected fo shift
their aftenfion fo
the more lucrative
secure rouler

this sector is worth
13% of the toial

roufer revenues

SUppRaT

ervice providers and compa-

nies  both  love enterprise

routers, The rode of the enter-
prise routers has become increasing-
Iy complicated with ithe need o sup-
part a greater variety of complex
seTViCes,

In large and diversified net-
wiorks, routers play a significant rode
in adapting many different conmec-
thons, [ocations, and protocols 1o
commundcate to one ancther In
afdition. i has become necessary 1o
support a large amoent of nelwark
intelligence as well as new and
changing access policies.

Meanwhile, enlerprise roulers
come in many different forms. A
fed configuration is tvpical for
amall  oflices. Larger  modular
routers that allow for the additon of
new interfaces and services add to 3
ayatem's complexity. The need for
high performance, increased inte-
gration of common peripherals,
amall loolping, and lower powes
consumption are all importani
design considerations.

A variety ol functions needs to
be performed incheding routing, for-

ing andl servicing. These fume-
thang o are segregaled into dil-
ferent devices often called oontrol
plane, and data plane, althoagh
both can be done in o highly e
grated device for smaller fined con-
figuration devices.

The contral plane wsually pes-
forms functions such as nmming the
mouting profocols, system manage-
ment, and system contral fuselion,
The data plane is more focused on
dping prolacol mecognition, and in
many cases conversion, while keep-
ing the different interfaces mnning
ar wire spesd.

Crwer the years, the mde of ihe
network: has evolved. Initially net-
wiirks provided basic commectivity
amongst users, bandwidth, and
access o applications that suppors-
ad business processes, and the inel-
ligence existed outalde the neiwark.

High perfarmance, motular architecture, multiple protocol

Traditianal rowlers are moving from routing 10 campre bemiive

branch requiresnents llke security, remabe access and

harelwidih managemen

Support a large amaount of network ingelligence as well @ new

and changing atcess policies and service qualily

Higher redlability In terms of equipment and misch more

salable i termm of providing higher speed connectivity

and redundancy
with proper management

Can be imegrated into the same device In a secured manner
mmmmmnmﬂnm

managed even fram a remote bpcation

Have the converged kind of features wherein wired roufers

can pravide wirsless conrscthily

However ifoday, networks ane
expected to offer increased and
diverse [unctiomality as ocganiza-
tions face the demand for iecreasing
scalability of the infrastracture, the
need (o ntegrale new complex tech-
nologies and support new business
applications, challenges of new and
daily thrests from hackers and
viruses, and the escalaming cost of
systems integration,

Adding Imefligence 1o the net-
wirk has emabled applications and
gervices o be defivered in a more
alfective manner. As convergence
brings wolce, data and video onio
the game network, new technologies
are rewriting the rules. Networks are
now expected to offer increased and
diverse functionality as
thong face the desmand far I:fuﬁm
scalability of the infrastrocture, the
need to inlegrale new complex tech-
nologles and suppon mew business
applications,

Factors fuelling demand

Metworking remains one of the
pillars of IT. Voite, vides and data
are haseline Bxpeclations.
Histomcally, adding & new applica-
tian, such a4 wincless networki
[P wodce, or IP vides with ead-w-end
secunity meant adding more devices,
greater cosl and complexity (o the
network, Vendors have
by constructing inlegrated services
routers that combine data, security,
wireless netwarking, and valee and
viden services into a single, resibient
platform thal delivers secure, can-
cument applications, With an nbe-
grated network system, customers
can redhice ousts, fmprove opera
tional efficlency, safeguarnd informs-
Tiom assets, and respond more rapid-
Iy 1o iheir customers. By providing
multiple services with a single plai-
form, integrated services routem
provide a one-stop selulion for
gmall oifices, branch offlces, and
telewnrkers,

L termmes af the marked i bidia, a
sizeable number of baslness sites ae
IT-enalded and they need connectiv
iy, However, (o a country ke [ndia,
whepe IT usage & still and
there is a lgge latend demanad still o
be tapped, the denwand for enterprise
roiters will still be driven by the
cvierall IT growth that is happening
in the couniry.

Moregwver, the Indian enterprise
nelworking markel has wilnessed a
mumber of changes in the last few
years, Enterprses have begum (o ook
al petworking 4 4 dlralegic invest
mient, heoce networklng  asd con-
mnEcations now AppeEar an many 4
CED's agenda. This is alsa reflectid
in the tnereasing size ind compledny
of the networking deals, In the enter-
prise  segment, copsolidaion o

servers and applications, the need 1o
bulkd beiter and blgger WAN ndma-
sifisciures, convergence of applica-
tions and expangion of verticals lke
BFSL, reail, and IT and ITES amongst
others are the
Highliglti
|.u-|ll-.:E|i1I ﬂ dguundm for enterprise
wiers,  Subashini Prabhakar,
hief Technology Manager Dax
etworks, said, “Broadband rolbous,
creased penetration of wireless
ast mile providers for 17 VPN &l
lass B and C cities, lnne.ﬂgdrf:ﬂ?

tion in SMB miarkel,
wm mll oul are
m# ol thie major h driwers.”
Javesh I Kilak, Viee
Presideni-Froduct  Managemeni,
D-Link Indla, said, *One of the key
factors fuelling demand for enter
prise roulers are the need for branch
cannectivity,  As organizaions opt
for cemralized hosting of customer
supporting applications  like CEM,
the nesd for branch connectiviey s
increasing. Most arganizations ane in
the next phase of conmectivity, which
Is connecting the extended enlerpris-
es Iike their channe! parivers and in
s cases thelr suppliers.”

Indian scenario

Enterprise roufers are widely
accepted in India and ane of the key
reasong for (lis acceplance k= the
gowing support for open standands.
Mareshchandra  Singh, Principal
Rescarch Analysi, Garmer, asserted,
*Emlerprise roulers ane quite widely
acoepted in the Indian markes, espe-
cialfly among the large users. Today,
the Indian wsers understand e
need for refiable and secure conpec-
tivity and that s why they go for
enterprise rouiers. Although thers
are compranies thal are using simple
mding enabled CPEs  (Cusbomes
Premise Equipments] like DSL
Modems, the need for b
secursd amd reliable conpeciivily
will drive ithe demand for emerprise
rowters here in Indla®

Businesses today demand mone
from their metworks than ever
before, and 1548 18 rue oven in ms-
ket2 such as India. Neiworks now
nesd to suppor all ferms of media,
imcluding data, voice, and video—o
eiliance business communications
and lower opsraling costs, Access
hias also changed. as thousands of
new devices conmect 1o the network
via wireless and wired connecioms,
To solve these pressing challenges,
organizations need thelr networks
i contain intelligence and play an
active role in securcly inlegrEing
applications in a way that s easy 1o
manage. Intelligent netvworks ioee-
grate mamy abvanced apgdicalions
intp an adaplable, pervasive, and
coblafroraiive sysiem.



ThirupuraSundari
Rectangle


There are

several markef
developmeants

I'u.hng pj‘nr:a. which
are driving service
providers towards
hl'gh copacity and
high availability
platforms fo support
their IT infrastruchure

Jayesh H Kotak

Viea Priuopar-Peapscy Masscesos
[-Lisa Imbui

I8 & & myth that MPLS & mandatary
for enerprises. Most enterprises

do not use their own network but
use the service peoviders' nefwork,
Im most cases Ehe service proider
has Eo do to the MPLS kraffic
Engingering 84 nol 15 pnlerprise

Gaarum

Entergrise roubersy are gulle

widely accepted In the Indian
miarkel, E!IH-lHI“jl ameag large user.
Today, tha Indlan users waderstand
the need for reliable and secure
connectivily and ihat =B why thiey Ga
for enterprise roulers

*“¥es, | do believe (hal enlerprise
rouders are widely accepied in [ndia
Riglers are one of fastest growing
sepmeents (o the networking seclor,
Considering  that nstworks  and
enferprised nallonwiie are MOvIng
lowarnds increased conmectivity, this
segment is Ekely o witness a
healihy growth within the LAN
efuipment sepment, The market is
moving toward integrated devices
with muiltiple capabilities. Security
is also a hig focus area and it s evi-
dent fron pew products being intro
duced by wendors and boom in the
Indian telecom and BFE] space has
pushe] enterprise sales in India,”
ailided Chandra Kopparapuo, Vice
President-Asia Pacific, Foundry
Mretworks.

Integrating key features

Today wendors are introduclng
mwiders that have the capability 1o
integraie key features such as con-
tenl processing, Y FMs, firewalls, and
lnad balancing. As far as enterprise
clisa routers are concerned, today
users wanl 1o handle huge amounts
of data traffic and they need fexilxl-
ity to supporl oonlenl processing,
VPMs, frewalls, load balancing,
VLANMs, and other functionality 1o
meel their demands and keep up
their network reliable and sscure
[romm extermal threats. Sl dedicated
devices are deploved to lake care of
applications such as content pro-
cessing, firewall, load balancing so
that the load s less on the router,

In fact, when the above [une-
tions are integrated e traditonal
“rooding” woeild onby be less than
15% 1o 20% of the function. These
new devices are more appropriately
called ‘business gateways. The
affvantage o the customer is that
there are [ewer devices 1o manage,

which in urm reduces the complex
ty in con figuration and deployment
“Content processing and  load
halancing have Fean predominantly
4 niche market and osers of these
features are wsiEally large companies
having ithis kind of requirement.
Howeser, content is becoming abun-
dant and growing rapidly and even
smaller companies are [eeking the
impact, The same goes (ol secunny
a3 well. Ultimately, all these-agpects
add 1o the oost and mapageshiliiy.
S0, In heture, we might e 2
requirement for converged dewoes,
wherein standand features sould be
integrated into one device teat Lakes
care of the requirement of smaller
companies as well.” added Singh

Over the years the mle of wel- .

works has evolved—inhially -
works pravided basic connectivity
among uwsers, handwidth, and
access o applications thal suppor-
ed business processes, amd the
“imtelligence” exisied outside the
networkh. The focus was on capital
and operational cosl  reduction.
However, networks today are
expecied 1o offer increased and
diverse functionality as organiza
tions face the demands lor increas-
ing scalability of the infrastructure;
the need 1o inlegrate new complex
technobogies; challenges of new and
daily threats [rom hackers and
wireses; and the escalaling costs of
aystems integration. Chpandzations
need to find ways to increasing the
agility nesded 10 respond and capi
tallze on change, while decreasing
costs, Meeting these challenges
recjuires sophisticated sysiems and
fools thar deliver greater capabilisy
with less complexity.
Tata  Raw,  Senior

President-Sysiems

Cisco India and SAARC, exp

Vice

SrwimE VILE PREGEWT-5 o0 im i g imn rms,
CinLn lank &kt SAARC

Enterprise romtors in (e fubure will have
the capahbility to inlegratn key Pealures
such as conlent processing, WPN, firewall
and tead halancing. 'Wireless cagabililie
wiil also ke popular, replacing the need
for separain wireless Bicess poists for
wmall odfice neiworks

“The netwark plays a cnscial mle
because it touches everyihing, from
epbusers to middleware, services,
applications, and servers.  Adding
intelligence to the neiwork will
enable applications amd services io
operate more effectively, Routers
have malured to become an inbegral-
el security device. In the future,
these devices will have the capalaility
o ilegride (eatures such as content
processing, VPN, firewall and Jnad
balancing. Wireless capabilities will
loia be popular, replacing the nead bos
Separate wircless access palnis for
emall office networks. For example,
Cisco's mnge of Integrated Services
Roubers [ISR] offers sacured eoncus-
renl services, incloding secure IEEE
802,11 wirsless LANW capahilities
Srvices in a single system.”

Convergence at the core
Service providers are moviog
towand platlorms that support mult-
terablt eapacity. are highly refiable,
sappon high availability and con-
vergence #f the core. There are sev-
eral marke ments taking
pEi.E'!. which .ame |'I'i|lﬂ BeTViCe
providers towards high capacity and
high availability platiorms fo sup-
port their IT infrsirsctiere, Some of
the key trends that sre emerging are-
& Telecommuting and the mobile
workforce ane on the rise with an
Increasing number of employees
working ouiside of corporate
headguarters, The douhle-digi
growih (11%] of remole branch
offices ks a pointer [n s divec-
tion, Everybody needs access to
theé corporale headguarters from
anywhere, ai anytime. [Source:
INC  Next Generation WAN
IC Study,
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The heart of future
netwarks is currenty
centerad on
building blocks

four pﬂrfurming
transporf, switching,
roufing and
conversion funclion
in the ransparen!,
opfical domain

= Global 1P bandwidih demand s

going 1o grow from 7 exabytes
per month in 2007 1o 29 exabytes
per month in 2EE, feeled By
video and Web 2.0, For condest,
20 pxabytes per momh s mone
than 1,100 imes amouni of iraf-
fie 1t raversed the US Inbermei
backbone in 2000, [Source: Cisco
I Tradfic Survey, 2008],

5 The use of Web 1.0 collaboraiive

tonls is ristngs shamsd cooperative
applicaticns, leleprestnoe  video
conferencing, 1P vaice, TPTV—a
ke part of employes collabora-
tive lopls—oreale & reguinement
far conalstent and enhanced end-
user experience and priortization
of these applications over other
network traffic.

" Mo services flow ower WAN
resulting in increased complesiny
and demamnd, Over 70% of tha
I wiarvey  responclemts  sated
that thisy expect 1o Increase band-
width at corporate headquarters
with 43% expeciing increases of
over 20% in the next 24 months
(Source: [DC Epterprise WAN
Saady, Movember 30, 2007)

Rao commented, "Tday's edge
nietworks sipultaemely host & mul-
ttude of resource-intensive business
anil eoEoner servides combning
idaca, voece and video in increasingly
compley varipties. Cisoo’s ASRE 10X
(Appregated Sendces Rowder] helps
service providers amd enterprises
address these issses by feahiring
service  wirlualizationn 1o enable
instant, remote provisioning  and
siffialtagieois use of frewall, 1PSep
VPMs, desp-packet sspection (DR
and Sesslon Border Controller [SBC)
imctionality. The ASE 1000 provides
the high availability ansd scalable
service intelligence that have becorme
ag impartant o managing sdvaced
service delivery as petorm-
ance, il 8 aervice virtuallestion
capahiliies elminate the need o
deploy  muliple  single-function
appliances i addition fo 3 routec”

A router was increasingly seen as
a device that could suppor warioos
applications without affecting he

perionmance of the network. “The

B Epderprise poulers can connect across varled WAN interfaces
and can 111 inte any nefwork fopologles

B Epierprise routers are oquipped ia support fail-safe linke and
necessary pratocaols 10 ensure 59.999% of uptime

B Enterprise routers are integraded with VPN sa that they can be
used in direct point-to-paoint nebwark ar WPN-based nebwork

®  Provide a comprebensive, erd-te—end 1P infrastructure bullt

on a wire-speed, non-bincking
Since emferprise roulers use & fractbon of the povwer of com-

peting platforms, they can help reduce operational expenses
and ensure that network performance can be upgraded quickly

main challenge for vendors was o
keep the moters from collapsing
under the weight of =5 many
responsitilities, 5o, most yendors
daited fpcusing more on facions like

flopnance, integraton, cosi, etc.,
which increase their interesis over
nierprise routers at the core so as
o withstand the network pressure,”
ddied Prabhakar

Is MPLS mandatory?

The argument on whether in the
enlefpries  sepment, MPLE, MIFLS
traffic engineering and MPFLS YN
are  mandatory requirements in
RFP/tenders, still remains  debat
abie. There B one section ol Lhe
indusiry, which belicves thatl mos
ol The MPLE traffic enginesring swill
be done al the servlee provider end
and that there ls no real need for
enkerprize routers 1o support MIFLS
traffic engineering. MPLS traffic
engineering will be required al the
carmier grade routers

Rotak added, *Tt i3 a myth tha
MPLS is mandfory [of enleoprises
Modd enterprises do nol use e
own ebtwork [l use i service
providers’ network. The service
prowider would need 1o do the MPFLS
traffic engineering and mol the
enierprise in mosi cases,”

There is anoiher secion of the
indusiry, which thinks tha service
providers have not invested mach n
A new capacity over the last foair-
five vears—a sltwation that given a
dramatle Increase in [P teaffic
growth due o video and rich-media
services, prompis additional tuild
out mow, It is imporant o have con-
trol of that twaftic end-te-emd, The
service providers face the challedge
of this massive growth in scabe and
these requiremends for (aking serv-
ice contral mean gl oomany cases
thetr installed legacy routers with 3
few 10-pipshit interface capabilities
are going o need o be replaced
over the next one or two years. li's
not just abouat scale, demand for
these new services exists bul only i
thiey are debiversd with a decent QoS
andd this makes the impsct on the
network gudte  different than the
growth seen in the past, which was
just about being addressed with
pure scale on the core routers.

Adding to 1. Rao explained, “The
Cisoo Carrier Rowting System CRS-1
allows service providers 1o deliver
profifable new services because i
allows them o build IP/MPLS Indra-

network wopologies, The equivalent
TP/ MPLS-based service-Layer 2 ViN-
can be deployed over any media
with no restrictions, allowing cus-
tomers 1o build networks ihat maich
bardwidth o requirements, and i
can s any avallable acoess service

Future gazing
Today networks are expected to
offer increased il diverse function-
ality as organizations face the
demands for increasing scalabilicy of
the infrastructure, integration of
complex  lechnologies,: securiny
threats [rom hackers and viruses,
and the escalating cost of systzm
integration. Organizaions are look-
ing bo find ways-te impeove agility
nesled 1o respond 1o and capitalize
dn change, while decreasing cosis
Adapting to the new needs of an
organizgation, rtouters foday have
matured (o become an imegrated
device, Today, vemdors are introduc-
ing routers chat have the capability
to iniegrate key features such as
content processing, VPNg, finewalls
and Imad balancing. Wireless capa:
bilities are also popular, replacing
the need lor separate wirsless access
paints for small ofice nerworks:
Demand for enterprise. mouiers
remains high, particularly for prod-
ucts with bullt-in -segurity features.
Mevertheless, revenuss across the
sector continue 10 sllp due w ongos
Ing price pressure. Because nruﬁfr
lalling prices manufaciuress  are
expected to shift their attemtbon o the
made luciative secure fouber -
ket—ourrently thie sector is vwarih
12% of the wal rouler evenues.
Future rowiers must nol only {or-
warl packets a1 high speeds, but
ilso deal with nontrivial issues such
ad scheduoling support for diffensn-
Hal serwices, heterogeneous link
technologies, and backward co
patibility with a wide range of pack-
el formats and routing protocols
The hear of future networkes is
currently centered on  building
blocks for performing transport,
swilching, muting and conversion
function i the transparent, optical
domakn, Enhancements and emerg-
ing technologies will be applied 1o
redesign woday’s opague  comomini-
calions network (sasibly o 1
itable. transparent network of (he
future. Mew architeciural salutions
paired with advanced pratocols will
provide dynamic bandwidth poos]-
sloning, perlormance monitoring,

- prviection restoration and tracking

lunctionality. The success of that
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