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Transformation in branch office networks

anch offites now have :H_uu;ﬁﬁ_]thg‘:u-wa earlies associated ouly with
imary locatiafle services, servars, 2477 svalishility, scurity, and scalability
Vembu writes onihe factors that are driving e "




The configuration of
any branch office
network is based
on its fronsachion
levels or volumes
of data, the
bandwidth needed
lo mandge the
operations, the cost
viobility in the long
run and the ready
ovailability

ith plobalization ame (he

world geiting closer, with

mergers and  acquisitions
om the rise, with business expansion
being the norm and companies
spreading  their wings worldwide,
organizations have (0 adapt 1o
newer means of running their buss-
nesses. [Increasing business vol-
umes, shrinking cos1 budgets, tech-
nological advanced, space oon-
straints, disparate resources, regula:
tions, all have led o consolidation
of infrastructare, applications and
servers, centralization of data and
Information, integration of work-
flow, eic. Branch offices now have
all the facilities that were earlier
associated onfy with the head
oifice—services, servers, 247 avail-
ability, securhy, and scalahbility,
Information has (o be available o
the entite ecosystem of partners,
suppliers, customers, amd employ-
ges, Companies are moving applica-
tions amnd servers back to central
diata centers,

According to an 1DC  repor,
60%-70% of the workiome works in
remote offices, resulting in the
mushrooming of branch clfices. The
definition of & typical branch office
can be anyihing—a manofactaring
unmit, a cfinic, a small corporate
office of even 4 coffes shop. Raimesh
Charma, [rrector. Produci
Manapement and Marketing. Clirix
RAD India, gave some sfatistics that
highlight the growing imporance of
and the imperative need to give due
significance 1o branches, "Thene are
23 miltion branch offices globally,
which & puning a strain on IT. 32%
of IT budgets are now being allocal
ed to branches, and 2% of servers
are (nstalled at branches.”

Alamuri  Silaramaiah, General
Manager, Sales, Fluke Metworks,
[ndia, opined. “Companies are

Wiih ihe growih of broadband snd
high-speed Iniernet cannectisily,

a dedicated line like TUT X ease lines
Lo connet branch oifices Is nol
necessary. Branch offices e roqulre
an Inlernet connection

integrating branch oifice warkfow
with that at the ceniral office whene-
in large data cenlers hodt enterprise
applications like ERP, CRM, 5CM,
migasaging, ete, With such workilow
integration, uptime amd response
time of these cemrally deployed
applications are becoming critical.”

Earfier branch offices got the sec-
ond-fiddle treatment, both in terms
of inwestment and |nirastructure,
Businesses adopied an ad hoc
approach with regard o branch
atfices; persistent problems like net-
work or application downtime, lack
of a structured process (6 approach
problems, transportatlon  woes,
dearih ki trained and skilled staff in
remote areas to manage infrastruc
ture existed. Today, in the age of
convergence, need for business con-
tinulty and disaster recovery, siate-
of-the-art facilities, technological
feasibility. ease of commamication,
performance, ready accessibillty of
data, and op-the-spur decision-
making have all become Imperative

amd pragmatic.
Bhavin Torakhia, Pounder and
CED, Diiretti, explained,

“Traditionally, branch offices were
connected o the head office over
TL/T3 links or dedicated leased
fines. With e growih of broadbanid
and high-speed Internet connectivi-
iy, & dedicated line o connegl
branch offices is nol pecessary.
Branch offices just sequire an
Intermet conpection (broadband or
high-speed |eased lines depending
on (he data transfer and speed
recpuired 10 access sarvices at main
office), Using the Internet one can
sef np alte-fo-site VPN tunmels.”
Vivek Simgh, Regional Directar

india and SAARC, Riverbed, ssid,:

“The traditinonal way of working is
ko have local servers {or local servics
es gach a8 print, DMS/DHCE, TPAM
firewiall, e, bul people have neal-
ized that greater the nuwmber of
remoie offices, the higher the cost of
a distributed sel-up and the ever
increasing challenge of managing it
These factors are driving enterpriss
o episider the consolidation of IT
infrastructure seriously, Distribuled
servers for runming rehile seqvices
are giving way 1o platlorms which
will run vifualized edge services
leading 10 cost savings and
enhanced wser performance.®
hatthew Young, Vice President
Sales, Asla  Pacific, Blue Coal
Systems Loc., cxplained, “The best
way o support the performance ol
the network acroks branch efiices is
to have a proxy-hased  architecture.
This enables one 10 cache comlen!
Incally next 1o the dser af the branch
office. Thiz albeviates lall the raffic
of the WAN, taking the load off the
network anill optimizing it n the

process. S0 when branch  office
workers need o access data they
can ofien speed up access by having
it cached locally. Also, one doesn't
need 10 have 20 transmissions on
LaNs slowing down the irailic ol
SAR, Oracle or any oller core busi-
mess apglication.”

The configuration

The canfiguration of any branch
olfice netwaork is based on its trans
action levels or volumes of dala, the
bandwidth needed to manage the
pperations, the load it can handle,
maintenance and (he sustainzbiliny
faciop, the cost viabiliy in the loog
rirn and the ready avallability. Singh
ackided, “Contlguring a branch office
netwark should be easy and if it is
touchless, that is the icing on the
cake with [large deployments
Having a lamge number of branch
offices within an enterprise leads 1o
Ereater complexity with réegant 1o
deploymeni, confkguration amd -
form deployment of management
policies. With a ceniral managesment
console, IT administrators have one
congnle with which they can man-
age, configure, and update all of an
enflerprise’'s Sieeihead appliances.
With a view (o ecut ocosts, they
alvoild try amd consolidate those
sefvices Into specific appliances, or
products that provide these services
at significantly reduced costs”

Prasamna Mair, Head, Aos Origin
[midia's, Inirastruchire Management
biasiness wnil, sabd, “For a typical
branch eliice, assuming that refiable
cannectvity 5 avallable, the branch
network will be an indepencers)
LAM connected to [the central data
center] via a secured nefwork,
DrEanj:.almlml inlarmation will he
siored centrally and made available
through the Intranet. The branch
office can access the data through
browser-based thin clients. Today a
single networking box can handle
woice, video and dala requirements
af any branch, thersby minimizing
the adminlstrative  challenges
Further, government legislation on
ValP has halped 10 make branch
communications more reliable and
economical.”

Since branches typloally woeuld
nadl e T #n@ineers or senior sys-
tems professionals, equipment used
lsere has to be simpler from 3 usage
and malnienance perspective. A
seamless interface between LAN
and WAN, switches and mouters and
firewrall for secrity are the minkmal
requisites that need 1o reskde o
branched. Turakhla said, companies
have 1o ensure that the bramch office
and main office have [ pipes
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have IT enginears
or senior sysiems
professionals,
equipment used
here has fo be
simpler from a
usage and
mainienance

Cast reductions
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¥ dependency on services al the

head office.

Banling and flnancial sercices,
manufaciunng, government, ke
com, amd retadl are the verticals,
which have high adoption levels,
sald Sharma. Big companées are not
the only ones adopting these meas-
ures bo transform their branch oifice
networks; Bven 5MEBz are joining
ihe cause it to save cosls and make
things more  efficient,  Manish
Chowdhury, TT Manager, 1_-||1|'|_'-r|1|'|'.|5._
explained, “Depending on  the
spread anid population, a hranch
ollice network can bBe 1wo lier of
three tier with a hackbone, distribo
thom - and soeess Il..1:|.'l:'l:. The server
farm, WAN and Internel should be
conmacied 10 & hackbome with a
high  availabillty mechaniam and
higher-end Layer 3 manageable net-
work switches. The deskiops should
be configured to connect o & Layer
2 manageable switch. Depending on
thi user population, 1t (s a good klea
to segment the network inopo amall-
g7 groups o0 meduce bioadeast and
salepuard against virus aracks.”

He was also of the view tha
while destgning and configuring the
neiwork, precautions should be
tiken against network looping, flex-
ihility to isolate and secure the net-
wiork baged on ceqoirements, and
ane should consider the types of
applications, such &k dala, voice
anid wideo which should be support-
ed_ Blue Coar puts a mini galeway
at the branch, allevlating the nesad
1o hawe a firewall, and proxy appli
ance, ProxySG. lopether giving a
more secure environment. It allows
one to offload iraffic directly to the
Internet rather than back hauling
to over the WAN. They give the
branches the capability to do the
application traffic management at
the branch-level,

Coskrey Manacre, NreTon Bisinins |4
Busimess communicaiion 5 now an
integral element of business eperalion,
and as the world meees to (P,
communicaltion mirastruciure will
become aven mece closely embedded
in the hearl of the enlerprise

Since branch offices have to sur-
vive on comparatively stringent
budpgets as compared to the head
office, to control them centrally, the
equipment insfalled at branches
miist  be SNMP compliant
Stanalards based MMS deploved at
the HQ can ensure the complete
monitoring and management of
hl.'l.hl:ll. metworks, !‘H'Li:l'il'IE identify

Optimization of resources
Decreass in bandwidth corsumption
Spplicaiion accederation and performance emhancement

Enhancing service levels

Reduction in capital costs and aperating expenditure
Infarmation integrity and data security

Easy accessibility and flexilillty

[ Branch

networkink failure. Any abmormal
Ioad in the network must be proac-
tively intimated o the IT adminis-
traior af the HQ and cormective
action  inmitiated, lelt  Subashini
Prabhakar, Chief Technology
Mamager., Dax Metworks

Hesource
management@Branches
An organization needs o have
resairces at i1 disposal o embark
on such an |ndtlative The primary
ones relate to oost, avallability, scal-
ability, skill-sets and competence
level of the technieal staff, weer
expericnce, space and scope for
upgradation, besides other walue-
added services
Some of them as pointed by
Pralhakar are:
® Security: The disiribuied nature
of the branch office-based appli-
cations does increase the poten-
tial securiiy risks thal they can
fiage. The risk can be mitigated in
i Cises, bt i ks an importand
consideration because the cost of
mitigating the risks will vary,
depending on 1he applications
solutlons selected.,
= Redevelopment time: 1 the
application has 10 be rewritten o
support the branch affice sites,
the time that It will take (o spec-
iy, develop, and tedt 4 new sobi-
tion can be significant, Virious
development architeciures, Lan-
guages, and tools take dilleren)
times to work with. These can be
significant and should nof be
underestimated.

oifice user cxperience:
Onewhould thomughly examine

and test the banch office site
experience for users of the ss-
tem. A& project can Lail simply
because the developer's expecta-
tions of the infrasiructuse are nol

Matthew Yaung

Wior Persiniii Saiie, &iid Pabiii,

Hiut Coar Svarrmy nt

The best way tn suppart the perfarmance
of the netwark across branch sffices & to
employ a proxy architecture thal enabibes
youl 1o cache content kecally next to the
uger at the branch office

achievable at the branch

ollice =iies.

m Metwork bandwidth reguire-
menfs: This figure must repre-
sent an achlevable bandwidth for
all branch offices in the design. It
b8 Imponant o communicate the
bandwidih that will be available
for the application and not the
fotal bandwidth of the WAN
links; often these Agunes are very
different,

® Additional benefils: The final
consideration ks 1o oyt identily
any additional benelits thal the
solution might brng. For éxam-
ple, the update 10 the application
may  present olher  Irisingss
opporunities thal were nol pos-
gible with older applications,
such as |ntegratbon with Web
services.

Sliaramalah added, “Crgamiza-
tions need a strong IT team that can
specify and manage integration of
varions elements of the infrastrue-
ture—LAN, WaN, applications,
servers, VLANs, sic.® Moreover,
such IT teamis should be eguipped
with the right tools o ensure they
are able to test the integration, base-
line the pedormance of the infra
structure and weed out teething
proflems that Hmit perfformance as
they begin to deliver applications io
the hramches.

Challenges to combat

The challenges 1o avidid and
weed oot will be many. Mol to oom-
promise on securlty aspects will
haold the key,

Companies need 10 ensure that
contenl 14 avallable lacally, no mal-
ter whal, As Turakhla polnled out,
“It is important o make sure tha
amy disasier on the main office does
ol impact  the  [unciionality
of 2 branches, Malntaln local §
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Reasons that have led to transformation

§ coples using suitable replicatisag
techniques. This also serves as a
Emd splution [of JEESIEF FECOVEDY
and keeps a branch running inde-
pendent of Uw matn office.”

People are one of the stongest
fomees 1o resist and to adapt do
changes. Aparl frem those, alloeal-
ing a budget. planning the madmap,
managing within Ly given
resources, Iraining the jechnbcal
workfonce, selecting the vendor who
calers best 1o the compamy reguine:
ments, are some of the key areas
that need special atbention il a com-
pany ks b0 maximize the resulis
Managing mulliple nelwotks and a
host of applicalions requires axpert-
pse and diligence.

Tohn Samuel, Country Manager,
Verizon Business India,  listed
the ipllowing challenges that musi

e  addressed while designing
any solubion:
® Changing market dynamics

redjisle that companies are able
to adapt thelr processes and
onganizatlen across the global
landscape, with new lechnold
abes and services acting not anly
as a facilitator to auppori this
change, but in many cases also
a5 a driver lor change.

B Husiness communication s now
an |mniepral element of business
operation, and as the world
moves (o [P, communication
infrastructure will become sven
more closely embedded 0 the
heart of the enlerprise.

® Security i@ another key challenge
for the pxtended enterprise. Data
5 no longer a contadned entity—
it fows in and out of the enter-
prise, and competitive advantage
derives from how well organiza-
tions are able 0 manage the
speed of that flow.

Benefits to reap

The advantages inchude minimal
risk, easy accessibility, ligh per-
formance levels, (exibility, lower
capital and operational expenditure.
Samuel said, “A mbast, reliable and
avallable necwork makes the extend-
el enterprise a realinys; the comlin:
ued move to simplifying networks
aver an [P platform has the potential
0 transform business operaiions,

Inereazmg business walumes

Shrinking cost budgets

Technodogical adwancementa

Space constrainis
Disparaie resources

Caompliance lel.lum

Age of comergence

Need for business continuity and disaster recovery

Ready accessibility of

data

Vivek Singh

IT HJ.H.'J’I'I_ rllli:-.'-' L5 ! Rramnie Thaic TOE, Imine awp RANE
Mhﬂ T pre sl aetadl (AT
a hranch nfice network can Be Lwa- of The traditionsl way of working s la

three-tier with a backbone, distribufion
and access layer. Depending on 1he user
popetaiion, |t & a good idea 1o seqment
the neteork info smallér groups o
reduce broadesst and sadeguard
sgainst virus sifacks

hewe ane's own server locally for local
sErvices such as print, DNSIDHCP
IPEM firewall, #e., bul peapie have
roplized (had grealer the pumber of
romole olfices, [be higher 1h cosd
of a distributed sot-up

enabling emploves productivity o

be dramatically (mproved by use of

the latest, 1P-enabled, business
edthancing applications,”

Optimization of resoumes,
decrease in  bamdwidth consimp-
tiom, application acoeleration and
performance  enhancement, are
soame of the isible banefits that can
be beveraged from iransiorming the
branch office networks,

MNakr opined:

& A branch office can provide belp
to customers in their vicinity and
continue jo mainiadn the same
service levels

B On-demand access to informa-
ton from any location leads o
gquick decision-making. 11 s a
highly desirable requirement for
companies in business like sup-
ply chain, equity trading, saless
and lusirial marketing.

8 Financlal savings occur due to
reductions of administrative cosl
by reducing [T support requine
menis in the branches, consoli:
dation of handwiire beading o
hetter wlilizalion; serving inter-
affice voice pesds an VOIP net-
worl, themeby reducing commuo-
nlcation cost; reduced cost of
hackups and information integn-
ty and data security.

Trends in this space

Mair Eisted the rends that are

calching om in this space:

& Compantss will try o conscli
date the Infrastruciure and
hranches mm like dumb
ferminals, is especially truye
hmnsmﬂljm mind reduction In
connechivily oost and improve
menl in reliabilhy.

® As software licensing costs for

oTganizations are increasing.

there will be gpreater shift for
conegpls like “Hot seats’ where
access o apecific functionality
[software] will be available
basad on an Individusls profike,
This will not only optimize the
usage of sofiware licenses. but
will also make the persons boca-
tion independent.

B Due to the VoIP network, them
will be consclidation of STDY
IS1Y load, and compankes will b
better equipped 1o bargaln with

Dax has its remote access devics
servers, which used fo do device
management and trouble shooting.
a i has designed their net
wirk to be structured with Gigs
backbone and Layer 3 segmenia-
tion. It has wireless, video conder-
ence, inlemal messenger, Iniranets,
VPN amul high availability integrated
in thedr network environment.

It bs further planning for LAN
securlty, policy enforcement and
data leak prevention to mitgate rigk
of data thefts and internal threats,
Citrix has {ts Citrix Branch Repeater,
which sireamlines applications for
aptimal performance,

Prabhakar conchsded, “ln 4 nul-
shell, branch alfice network trans-
formation k= required 1o, reduce the
operating cosi—centralized, remole

ment, raise the operaiing
efficiency by improvising productv-
ity of maintemance staff, improve
mean Time o Recovery and sherten
the downitme by troubles shooting
the devices from the central site and
maintaining a high avallabdlity of
the branch office network, and haa-
die the emegency and abnormal

failure.” &
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